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The essential tools for any Java developer, including a Java IDE n2>20 Eclipse 1
IDE, a CVS client, Git client, XML Editor, Mylyn, Maven NIVANDN
integration and WindowBuilder .This package includes: nna’
ST N

e Code Recommenders Developer Tools
o Eclipse Git Team Provider

o Eclipse Java Development Tools

e Maven Integration for Eclipse

e Mylyn Task List

e WindowBuilder Core
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http://sites.huji.ac.il/science/stc/center/groups/O0P2006/Java/Eclipselnstall4Unit4/Unit4Doc/u
nit4/bucketLib/Bucket.html

/** This class represents a bucket*/
public class Bucket{
//attributes:
private int capacity;
private int currentAmount;
//constructor:
/**constructs a new bucket */
public Bucket (int capacity){
this.capacity = capacity;
this.currentAmount = 0;
}
/regular methods... :
/** returns the ...*/
public void getCapacity(){
1} //end of class
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Constructor Summary

Bucket (int capacity, Jjava.lang.String name)

I0UNI9) D'APNN MYIIN7PY 77 7T N1 N71von

Method Summary

void

empty ()

"N2IN 7N NN M 7190

void fill (double amountToFill)

AT NINd2 'NdIN Y7TN DR DIR'MNI o' 7w NINd 10N19> N7apn N71Yon

int getCapacity ()
'N21N 77N 7w N7apn DX DTN N71Y9n
double |gatcurrentamount ()
'NJ1N *7T2 YaId NN'ZN 0'AN NIND DX AN'TRA N71Y9n
boolean isEmpty ()
770 A¥n DX NPTIA N71Yo0N.
void

pourInto (Bucket bucketInto)

277 'NdNN 7TAN NMYWORN NYN'oMN 0N NIND DX NN'ayn n71yon
20N9) APNNY

1’2 N90)
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nit4/turtleLib/Turtle.html

import unit4.turtlelLib.Turtle;

public class TurtleDrawRectangle

{
public static wvoid main(String[] args)

{
Turtle tl = new Turtle();

tl.tailDown () ;
tl.moveForward (100) ;
tl.turnRight (90);
tl.moveForward (100) ;
tl.turnRight (90);
tl.moveForward (100) ;
tl.turnRight (90);
tl.moveForward (100) ;

tl.tailUp();
tl.moveForward (50);

Constructor Summary

Turtle ()
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Method Summary

void

void

void

void

void

void

void

void

moveBackward (double x)
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moveForward (double x)
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setDelay (int milliseconds)

AXN NTTN ¥ 7V NVY7W NNYWORN N71Y9N

setTailColor (java.awt.Color color)

A¥N 1'¥N 12 YYD DX VIAR? NYONRN N71V90N

setVisible (boolean status)

AXN NNONI NAXYN 7V NU'Y NYWOXN N71VON

tailDown ()

2A¥N 21T NIX 2T N719n0
tailUp ()

2¥N 217 X NN"IA N71V90

turnLeft (double d)
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void

turnRight (double d)
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http://sites.huji.ac.il/science/stc/center/groups/O0P2006/Csharp/Unit4/Unit4Guide.htm

http://sites.huji.ac.il/science/stc/center/groups/O0P2006/Java/Eclipselnstall4Unit4/Unit4Doc/u
nit4/bucketLib/Bucket.html

/** This class represents a bucket*/
public class Bucket{
//attributes:
private int capacity;
private int currentAmount;
//constructor:
/**constructs a new bucket */
public Bucket (int capacity){
this.capacity = capacity;
this.currentAmount = 0;
}
/regular methods... :
/** returns the ...*/
public void getCapacity(){
}} //end of class
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Constructor Summary

Bucket (int capacity, String name)

I0UNI9) D'APNN MYIIN7PY 79 T N N71von

Method Summary

void

empty ()

"N2IN 7N NN M 7190

void fill (double amountToFill)

AT NINd2 'NdIN Y7TN DR DIR'MNI o' 7w NINd 10N19> N7apn N71Yon

int getCapacity ()
'N21N 77N 7w N7apn DX DTN N71Y9n
double |gatcurrentamount ()
'NJ1N *7T2 YaId NN'ZN 0'AN NIND DX AN'TRA N71Y9n
boolean isEmpty ()
770 2¥n DX NPT N71Y9N
void

pourInto (Bucket bucketInto)

277 'ndNN 7T NMYWORN NP0 0N NIND DX NN'ayn n71yon
20N9) APNNY
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http://sites.huji.ac.il/science/stc/center/groups/OOP2006/Java/EclipseInstall4Unit4/Unit4Doc/unit4/bucketLib/Bucket.html#getCurrentAmount()
http://sites.huji.ac.il/science/stc/center/groups/OOP2006/Java/EclipseInstall4Unit4/Unit4Doc/unit4/bucketLib/Bucket.html#isEmpty()
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http://sites.huji.ac.il/science/stc/center/groups/OOP2006/Java/EclipseInstall4Unit4/Unit4Doc/unit4/bucketLib/Bucket.html
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Constructor Summary

Turtle ()
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Method Summary

void | moveBackward (double x)

a¥N 7Y 1227 OX NN NN TR Ypdnn 0'TYX 190N 2AXN NX N7'TN n71yon
17 'MMNKX A'RY' 2XN nunY

void | moveForward (double x)

nuNY 2¥N 7W 1217 DX :NYN nnN'TP Ypann 0'Tyx 190N aXn NKX nr'mm n71von
17 MNKX A'RY!' 2XN

void setDelay (int milliseconds)

A¥N NTTN 2¥P7 7V UMY NMYONN N71Y9N

void|getrailColor (Color color)

AXi 1''XN 12 yaxn NX _UD|7'7 NIYONN N71YoN
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http://sites.huji.ac.il/science/stc/center/groups/OOP2006/Java/EclipseInstall4Unit4/Unit4Doc/unit4/turtleLib/Turtle.html#setDelay(int)
http://sites.huji.ac.il/science/stc/center/groups/OOP2006/Java/EclipseInstall4Unit4/Unit4Doc/unit4/turtleLib/Turtle.html#setTailColor(java.awt.Color)
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void getvisible (bool status)
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void tai1Down ()
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void

tailUp ()

2¥N 21T DX NN N71v9n0

void tyrnLeft (double d)
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void

turnRight (double d)
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N

public class Interrupter

}

} public static void main(String[] args)

; Thread worker = new Thread (new InterruptibleThread())
; ()worker.start

now wait 3 seconds before interrupting it //
} catch (InterruptedException ; (3000)try { Thread.sleep

{ } ie)

()worker.interrupt

~  Ne

**/.3

* This program implements the bounded buffer using message
passing.

* Note that this solutions is NOT thread-safe. A thread safe
solution

* can be developed using Java synchronization which is discussed
in Chapter 6.

/*

import java.util.Vector;

public class MessageQueue implements Channel
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}

private Vector queue;

public MessageQueue} ()
queue = new Vector; ()

*/
* This implements a non-blocking send
/*
public void send (Object item) }
queue.addElement (item) ;

*/
* This implements a non-blocking receive

/*

public Object receive} ()
if (queue.size() == 0)
return null;
else
return queue.remove)0; (

public class InterruptibleThread implements Runnable
}
**/
* This thread will continue to run as long
* as it is not interrupted.
/*
public void run} ()
while (true) }

**/
* do some work for awhile
/*
if (Thread.currentThread() .isInterrupted())}
System.out.println("I'm interrupted!");
break;

{
{

//clean up and terminate

xx/ T
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A pthread program illustrating how to

create a simple thread and some of the pthread API
This program implements the summation function where
the summation operation is run as a separate thread.

b I

* gcc thrd.c -lpthread
* Figure 4.6

@ * author Gagne, Galvin, Silberschatz

* Operating System Concepts - Seventh Edition
* Copyright John Wiley & Sons - 2005.
/*

#include <pthread.h<
#include <stdio.h<

int sum; /* this data is shared by the thread(s)/*
void *runner (void *param); /* the thread/*

int main(int argc, char *argv([])

}

pthread t tid; /* the thread identifier/*

pthread attr t attr; /* set of attributes for the thread/*

if (argc '= 2)}
fprintf (stderr, "usage: a.out <integer value>\n");
*/exit)1l/*; (
return -1;

{

if (atoi(argv[l]) < 0)}

fprintf (stderr, "Argument %d must be non-
negative\n", atoi (argv[1]));

*/exit)1/*; (

return -1;

*/get the default attributes/*
pthread attr init(&attr);

*/create the thread/*
pthread create(&tid, &attr, runner,argv[l]);

*/now wait for the thread to exit/*
pthread join(tid,NULL) ;

printf ("sum = %d\n",sum) ;

{
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**/

* The thread will begin control in this function
/*
void *runner (void *param)

}
int i, upper = atoi (param);
sum = 0;

if (upper > 0)}
for (i = 1; i <= upper; 1i++)
sum += 1i;

{

pthread exit)0; (

**/
* Semaphore.java
*

* A basic counting semaphore using Java synchronization.
/*
public class Semaphore
} private int wvalue;
public Semaphore (int value) }

this.value = value;

public synchronized void acquire} ()
while (value <= 0)}
try}
wait; ()

catch (InterruptedException e){ }
value; —-
public synchronized void release} ()

++ value;

notify; ()
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**/

AlgorithmFactory.java *
*

This program tests Petersons solution to the critical *

.section problem
*

/*

public class AlgorithmFactory
}

} public static void main (String args[])

; ()MutualExclusion algorithm = new Petersons
Thread first = new Thread(new Worker ("Worker 0", O,
;algorithm))

Thread second = new Thread(new Worker ("Worker 1", 1,
;algorithm))

; ()first.start
() second.start

{
{

public interface Bank
}
**/
* Add a customer to the bank.
@ * param threadNum The number of the customer being added.
@ * param maxDemand The maximum demand for this customer.
/*

public void addCustomer (int threadNum, int[] maxDemand) ;

**/
* Qutputs the available, allocation, max, and need
matrices.
/*
public void getState; ()

**/
* Make a request for resources.
param threadNum The number of the customer being added.
param maxDemand The request for this customer.
return true The request is granted.
return false The request is not granted.

™ @ @ @
* X% % X

/%
public boolean requestResources (int threadNum, int[]
request) ;
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**/
* Release resources.
@ * param threadNum The number of the customer being added.
@ * param release The resources to be released.
/*

public void releaseResources (int threadNum, int[]
release) ;

{
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if(st.length==0)
return false;

if(st.charAt(0) ==t)
return true;

return seek(s.substring(1),tav)
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public class Node<T>{
private T value;
private Node <T> next;
public Node (T value){
this.value=value;
this.next=null;
}
public Node (T value, Node <T> next){
this.value=value;
this.next=next;
}
public Node <T> getNext(){
return this.next;
}
public void setNext(Node <T> next){
this.next=next;
}
public T getValue(){
return this.value;
}
public void setValue(T value){
this.value=value;
}
public boolean hasNext(){
return this.next!=null;
}
public String toString(){
return " "+this.value;
}
}
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next -7 nXan
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public class BinNode<T>({

private T value;

private BinNode <T> left;

private BinNode <T> right;

public BinNode (T value) {

this.value=value;

this.left=null;

this.right=null;

}

public BinNode (BinNode <T> left,T value, BinNode <T> right) {

this.value=value;
this.left=left;
this.right=right;

}

public BinNode <T> getLeft () {
return this.left;

}

public BinNode <T> getRight () {
return this.right;

}

public void setlLeft (BinNode <T> left) {
this.left=left;

}
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public void setRight (BinNode <T> right) {
this.right=right;
}
public T getValue /() {
return this.value;
}
public void setValue(T value) {
this.value=value;
}
public boolean hasLeft () {
return this.left!=null;
}
public boolean hasRight () {
return this.right!=null;
}
public String toString() {

return " "+this.value;
}
}
BinNode nponnn mya pwnn
Binnode nj'7nn pwnn
ninn'o n71y5n Nn'mn N71VoN 1IN

0(1) BinNode (T x) NN NN MR
X - NI'NY N'7IND Y DX 0N
null -7 n7w NIMSN MY NI
0(1) BinNode ( NN NN N
BinNode<T>left, MY NN LX - NIN7 21NN Y DX D'wn
TX, right -1 left nIMx12N NI7IN? N7w niMoNN
Bin Node<T> right 713 1790 nimonn mwun nnx 7 v pw
) null nirn%
0(1) T getValue() N'2INN Y DR NN
0(1) BinNode<T> getLeft() null IN ,N"RAWN D'Y7INN DX TNN
0(1) BinNode<T> getRight() null IX ;NN A™2IN0 DX TN
0(1) boolean haslLeft() ?9Nnwn n'7In W' DXN
0(1) boolean hasRight() ?Imm n'72In W DRN
0(1) void setValue(T x) X-7 221NN W DX MY
0(1) void setLeft(BinNode<T>left) left -7 n'7xnwn N'72IN'7 N19NN NX DWN
null A% 7100 left 7w DY
0(1) void setRight(BinNode<T>right) right -7 n';n 2N Nn9nn NX DWUN

null N7 713' right 7w 1D
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public class Stack <T>{
private Node <T> first;

public Stack() {
this.first= null;

}

public boolean isEmpty() {

return this.first==null;

}

public void push (T x) {
this.first=new Node <T>(x, this.first);

}

public T pop() {
T x = this.first.getValue();
this.first=this.first.getNext();
return x;

}

public Ttop() {
return this.first.getValue();

}

public String toString(){
String str="[";
Node <T> pos =this.first;
while (pos.hasNext()) {

str=str+pos.getValue()+",";
pos=pos.getNext();

}
str = str +pos.getValue()+"]";
return str;

(N%9NNN TIIN JY NTIM ) TI¥N MYSNNI NYNIND NH93) NIVHN YINN

public class Stack<T>{
public static final int STACK_SIZE = 100;
private T[] data;
private int top;
public Stack (){
this.top=-1;
}
public boolean isEmpty(){
return this.top==-1;

}

public void push (T x) {
this.top++;
this.data[top]=x;

}
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public T pop (){
T x = this.data[top];
this.top--;
return x;
1
public String toString(){
String str="[";
int k =this.top;
while (k>=0) {
str=str+this.data[k]+",";
k--;
}
str = str +"]";
return str;

class Queue<T>{
private Node<T> first;
private Node<T> last;
public Queue(){
this.first = null;
this.last = null;

}
public void insert(T x){

Node<T> temp = new Node<T>(x);

if (first == null)

first = temp;
else

last.setNext(temp);
last = temp;

}

public T remove(){
T x = first.getValue();
first = first.getNext();
if (first == null)

last = null;
return x;
}
public T head(){
return first.getValue();
}

public boolean IsEmpty(){
return first == null;

}
public String toString(){
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String s ="[";

Node<T> p = this.first;

while (p .hasNext()){
s = s + p.getValue().toString()+ ",";
p = p.getNext();

}

s = s + p.getValue().toString()+ "]";

returns;

ToY1 MYSINI UMM 29 N

public class Queue <T> {
public static final int DEFAULT_SIZE=100;
private T data[];
private int index;
public Queue(){
data= (T[]) new Object [DEFAULT_SIZE];
this.index=0;
}
public boolean isEmpty(){
return this.index==0;
}
public void insert (T x){
this.data[index]=x;
this.index++;
}
public T remove() {
T x=this.data[0];
for(int i =0; i<this.index-1; i++){
data[i]=data[i+1];
}
this.index--;
return x;
}
public T head(){
return this.data[0];
}
public String toString() {
String s="[";
for(int i=0; i<this.index; i++)
if(i<index-1) s=s+data[i]+",";
else s=s+datali];
s=s+"]";
returns;

}
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Cisco Routers Security 0'anl nnvax

20

Secure Local and Remote Access
Configuring Secure Administrative Access
Securing Line Access

Configuring SSH

20.1

Configuring Role-Based CLI
Monitoring and Managing Devices
Enabling the 10S Image Resilience Feature

20.2

Configure the router for server-side SCP with local AAA
Recovering a Router Password

20.3

Syslog Message Syslog Systems20.4

20.4

Introduction to SNMP , SNMP Vulnerabilities

20.5

NTP Server, NTP Authentication

20.6

Routing Protocol Spoofing
OSPF MD5 Routing Protocol Authentication
OSPF SHA Routing Protocol Authentication

20.7

Control and Management Plane Vulnerabilities

20.8

Authentication, Authorization, and Accounting

21

Purpose of the AAA

21.1

Local AAA Authentication

21.2

Server-Based AAA
Monitoring Authentication Traffic
Debugging TACACS+ and RADIUS

21.3

Server-Based AAA Authentication

214

Server-Based Authorization and Accounting
Monitoring Authentication Traffic
Configure server-based AAA accounting
802.1X Port Authorization State

21.5

Implementing Firewall Technologies

22

Introduction

22.1

Access Control Lists

Configure standard and extended IPv4 ACLs using CLI
Use ACLs to mitigate common network attacks
Configure IPv6 ACLs using CLI.

22.2

Firewall Technologies

Explain how firewalls are used to help secure networks
Describe the various types of firewalls

Configure a classic firewall

Explain design considerations for implementing
firewall technologies

22.3

Zone-Based Policy Firewalls

Explain how Zone-Based Policy Firewalls are used to
help secure a network.

Explain the operation of a Zone-Based Policy Firewall
Configure a Zone-Based Policy Firewall with CLI.

22.4
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3 3 Implementing Intrusion Prevention

IPS Technologies 23.1
Explain zero-day attacks

1 1 Understand how to monitor, detect and stop attacks
Describe the advantages and disadvantages of IDS and
IPS

IPS Signatures 23.2
Understand IPS signature characteristics

1 1 Explain IPS signature alarms

Manage and monitor IPS

Understand the global correlation of Cisco IPS devices

Implement IPS 23.3
1 1 Understand how to configure Cisco 10S IPS with CLI
Explain how to verify and monitor IPS

3 2 Securing the Local Area Network
Introduction 24.1
Endpoint Security 24.2
Describe endpoint security and the enabling
1 technologies
Explain how Cisco AMP is used to ensure endpoint
security

Explain how Cisco NAC authenticates and enforces the
network security policy

Layer 2 Security Threats 24.3
1 Layer 2 vulnerabilities

Mitigating CAM Table Attacks

DHCP Spoofing Attack 24.4

DHCP Starvation Attack

Mitigating VLAN Attacks

2 1 Configuring DHCP Snooping

ARP Spoofing and ARP Poisoning Attack
Address Spoofing Attack

Mitigating STP Attacks

[ Cryptographic Systems- Xwn J12y"

Introduction 25.1
Cryptographic Services

1 Authentication, Integrity, and Confidentiality
Explain cryptography

Describe cryptoanalysis

Describe cryptology

Basic Integrity and Authenticity 25.2
Describe the purpose of cryptographic hashes.

1 Explain how MD5 and SHA-1 are used to secure data
communications

Describe authenticity with HMAC

Describe the components of key management

115




|ﬂ—|7] Ama ATaa Twn
b DUMANT DT
TNAWT A 10111

~\ TN mpIm

Confidentiality 25.3
Explain how encryption algorithms provide
confidentiality

Explain the function of the DES, 3DES, and the AES
algorithms

Describe the function of the Software Encrypted
Algorithm (SEAL) and the Rivest ciphers (RC)
algorithms.

Public Key Cryptography 25.4
Explain the differences between symmetric and
asymmetric encryptions and their intended

1 applications.

Explain the functionality of digital signatures.
Explain the principles of a public key infrastructure
(PKI).

4 1 Implementing Virtual Private Networks

Introduction 26.1
VPNs

Describe VPNs and their benefits

Compare site-to-site and remote-access VPNs

IPsec VPN Components and Operations 26.2
2 Describe the IPsec protocol and its basic functions
Compare AH and ESP protocols

Describe the IKE protocol

Implementing Site-to-Site IPsec VPNs with CLI 26.3
Describe IPsec negotiation and the five steps of IPsec
configuration

2 Configure the ISAKMP policy

Configure the IPsec policy

Configure and apply a crypto map

Verify the IPsec VPN

4 4 Implementing the Cisco Adaptive Security Appliance
Introduction 27.1
Introduction to the ASA

1 > Compare ASA solutions to other routing firewall

technologies
Explain ASA 5505 operation with the default
configuration

ASA Firewall Configuration 27.2
Explain what ASA firewall services are enabled using
the default configuration.

3 2 Configure an ASA to provide basic firewall services.
Configure object groups on an ASA.

Configure access lists with object groups on an ASA.
Configure an ASA to provide NAT services.
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Configure access control using the local database and
AAA server.

Explain how the Cisco Modular Framework (MPF) is
used to configure ASA policies

2 3 Managing a Secure Network 28

Types of Network Tests 28.1
Penetration testing
Network scanning

2 1 Vulnerability scanning
Password cracking
Log review

Integrity checks

Virus detection

Developing a Comprehensive Security Policy 28.2
Explain the purpose of a comprehensive security
policy.

Describe the structure of a comprehensive security
policy.

> Describe the standards, guidelines, and procedures of
a security policy.

Explain the roles and responsibilities entailed by a
security policy.

Explain security awareness and how to achieve
through education and training.

Explain how to respond to a security breach.
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